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Chapter 1

Introduction

1.1 Prerequisites

« IPAi series camera.
+ VCAedgeAi video analytics plug-in version 1.1.9 or greater.
* Vivotek VAST2 or VSS.

1.2 Supported Features

+ All VCAedgeA1i event notification methods are available.

1.3 Architecture

For this web Ul integration, VSS receives the annotated stream from the IPAi camera and the analytics
data is sent through HTTP notifications with JSON format and VCA tokens containing details about the
event.
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Chapter 2

IPAi Camera Configuration

2.1 Video & Audio Settings

2.1.1 Confirming the RTSP stream used for transmitting video footage

Check and change if required, the RTSP stream settings used by the IP camera for external connections
to the channels.

1. From the Setup menu, click on VIDEO & AUDIO and then, click on VIDEO.

VOA

vV VIDEO&AUDIO
0sD

ROI

AUDIO

PRIVACY MASK
CORRIDOR SETTING

> CAMERA

> NETWORK

> TRIGGER ACTION

> EVENTS

> RECORD

>VCA

> SECURITY

> SYSTEM

2. Note the Live Video Channel settings as these will be needed when connecting to the RTSP stream
from the Vivotek server.



VIDEO CONFIGURATION

Stream Codec Description
o1 H.264 channefl

2 H.264 channel2
3 M-JPEG channel3

Codec

Codec H.264 v

Description channell

Resolution 1920x1080 v

Frame Rate(FPS) 15 v

GOP 30 [1~120]

Profile High v

Bitrate Mode CBR v

Target Bitrate 5120 Kbps [ 100Kbps ~ 25Mbps |

Quality [1~10]

Extension Option Off v

Apply

2.2 Network Settings

2.2.1 Confirming the RTSP port used for transmitting video footage

Check and change if required, the RTSP port used by the IP camera for external connections to the
channels.

1. From the Setup menu, click on NETWORK and then, click on NETWORK SETTINGS.



NETWORK SETTINGS

2. Note the IP Setup and Port Setup as these will be needed when connecting to the RTSP stream
from the Vivotek server.

IPNC-0013230BA09D

[ Default: 80, 1025 ~ 60000 |

[ Default: 443, 1025 ~ 60000 |

[ Default: 554, 1025 ~ 60000 |




2.3 Configuring The VCAedge Plug-in

The VCAedgeAi plug-in is a set of analytical tools that can be loaded onto supported cameras. |t
provides the means to perform advanced analytics and reduce false alerts when events occur. Make
sure you have a valid license that will enable the VCAedgeA< engine and all the features available.

Configure the VCAedgeAi plug-in as required with the appropriate tracker, rules and a notification. A
basic setup is detailed below as an example.

2.3.1 Enabling VCA

1. From the Setup menu, click on VCA in the left side. Then, click on ENABLE.

VA

> VIDEO&AUDIO

= CAMERA

> NETWORK

> TRIGGER ACTION
= EVENTS
>RECORD

v VCA

L
RULES
COUNTERS
BURNT-IN ANNOTATION
TCP NOTIFICATION
HTTP NOTIFICATION
TAMPER
ADVANCED
LICENSE

> SECURITY

> SYSTEM

2. In General Settings, turn on the video analytics features. Then, select the Tracker Engine from the
available options.

3. click Apply to save the configuration.



General Setting

Enable

Tracker Engine

'@ DL Object Tracker

DL People Tracker

* Changing the engine makes all VCA settings reset.

2.3.2 Creating Rules

1. From the VCA menu, click on RULES in the left side.

2. Click Add located at the bottom to display a list of available rules.



Presence Polygon
Presence Line
Enter

Exit

Appear
Disappear
Stopped
Dwell
Direction
Tailgating
Counting Line

Logical Rule

MNon-detect Zone

Add .

3. Select a single rule to trigger an event and modify the Rule property as follows:

+ Position the rule on the scene and change the shape as required. You can add/remove
nodes to create complex shapes.



Rule Property

Name VCA-Dwell
Type Dwell
Threshold 2 Second(s) [ 1~ 300]
Obiject Filter
Classes Select All
Person Cyclist Bicycle
Motorcycle M car M van
W Truck Mcus Bag

4. Then, define the action that will occur when the rule triggers an event in Event Actions as follows:

+ In Event Notification, tick the box against the HTTP Event to enable HTTP notifications when
a event occurs.
* In Triggered By, define when the notification will be sent. The available options are:
- Object: Send notification for each object triggering the rule.
* In **Triggered At*, select one of the following options:
- Choose between the begin of the object triggering the rule as it enters the
zones or the end of the object triggering the rule as it leaves the zone. A
notification will be sent for each object triggering the rule.
- Rule: Send a notification every time the rule is triggered.

Event Actions
Event Notification TCP Event M HTTP Event
Triggered by Object @ Rule
Action Rule None v

Convert VCA to MD

Save Cancel



5. Click Save located at the bottom to save the configuration.

6. Click OK to confirm the settings.

2.3.3 Creating HTTP Notifications

The HTTP notification sends a HTTP request to a remote endpoint when triggered. The URL, HTTP
header and message body are all configurable with a mixture of plain text and tokens. Tokens are
used to represent the event metadata that will be included when a rule is triggered.

1. From the VCA menu, click on HTTP NOTIFICATION in the left side.

VOA

> VIDEO&AUDIO

> CAMERA

> NETWORK

> TRIGGER ACTION
> EVENTS

> RECORD

v VCA
ENABLE
RULES
COUNTERS
BURNT-IN ANMNOTATION
TCP NOTIFICATION

TAMPER
ADVANCED
LICENSE

> SECURITY
= SYSTEM

2. In General Settings, turn on the feature.
3. In HTTP Settings, configure the notification as follows:

* In Send To, select Custom from the available options.

* In URL, Enter the URI required by Data Magnet to integrate any external data into VAST2.
Default endpoint: http://<serverIP>:<serverPort>/api/udi.

* In Method, select POST from the available options.

+ Select raw for the body of the request.

* In User ID, enter the username to access the VSS server.

* In Password, enter the password to access the VSS server.

4. Click on Body and configure the notification as follows:

+ Content-Type: Select Application/JSON from the drop-down menu.
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* Rule: Add the JSON data required by Data Magnet and the VSS server with the VCA tokens.

HTTP NOTIFICATION

General Setting

® Cn off
HTTP Settings

Send to Custom v

URL http://192.168.1.109:3454/api/udi
Method POST v

form-data @ raw
User ID admin
password  sessssens
[ sooy

Body

Content-Type application/json v

Rule

Select a token to add v

Counter

Select a token to add v

Tamper

Select a token to add v

-

5. Click Apply located at the bottom to save the configuration.
6. Click OK to confirm configuring the notification.

For this integration, the following tokens were used to send an information on the camera, zone, rule
type and classification that triggered the event:

« {{objclass}}: The DL classification of the object triggering the rule.

« {{type}}: The type of the event. This is usually the type of rule that triggered the event.
« {{name}}: The name of the event.

« {{host}}: The hostname of the device that generated the event.

Note: The message is an example. You can adjust the data and add more tokens as needed.

For more information on creating and configuring VCA in IPAi cameras, please refer to the
VCAedgeAi Plug-in Manual.
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Chapter 3

Vivotek VSS Configuration

3.1 Discovering a New Camera

1. From the main screen, click on the cog icon at the top right and select Settings.

2. Click on Cameras on the left hand side. Then, click on the + button at the top to add a new
camera.

@ vss e

@ Settings

3. Vivotek VSS automatically performs camera discovery in the network. Once an IP camera is
discovered, its parameters will be displayed in the Cameras page from the Add device menu.

4. Select the newly discovered device and click on Authorize... at the top.

12



Add 1 devices
a === =

Status - MAC Port Model Brand

v | 192.168.1.228 80 IPAI355-MR m

5. Enter the credentials to access the camera and click Authorize.

Authorize

mnanaaement:

6. Click on Add to add the new device to the system.

Add 1 devices

Q R ¢+ Bn

Status f - MAC Port Model Brand
v | - 192.168.1.228 00-13-23-0B-A2-83 80 IPAI355-MR [ onvir |
n Record video with recording management:  DefaultGroup -

n Synchronize camera time with system

Speed up (add as offline camera)

S ] o |

7. Wait for the camera to synchronize with the server.
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8. Alive image of the camera will be displayed in the preview window.

Basic Camera name IPAI355-MR
Video
IP 192.168.1.228
Image
Port 80
Motion detection
PTZ Settings Brand ONVIF
Mutticast Time source From camera -
Dewarping
Protocol TCP -
Qs
User name root
Password ssssssssssse

Optionally, you can enter a descriptive name for the camera.

3.2 Configuring Data Magnet

Data Magnet is an open platform for system integrators to integrate any external data into VSS or
VAST2.

1. To configure a new Data Magnet, click on Data magnet on the left hand side menu. Then, click
on the + button at the top to create a new data source.

Source

Data magnet

2. In the Add a data source pop-up window, select Third party data source from the available
options.
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Add a data source

License Plate Recognition

POS machine

Access control

Third party data source

3. Configure the data source as illustrated bellow:

*+ Source: Select Single source from the drop-down list. You can add Multiple sources if mul-
tiple channels sends data to the same port.

+ Name: Enter a descriptive name for the new data source.
* Port: Enable Use default port to send data to port 3454.
+ Enable Data source authorization.

+ Related camera: Select the camera(s) that will send data to the VSS server.

15



VMS_Station_VCA

» = |PA3S5-MR

* Click on Add to add the new data source.

Add third party data source

Source Single source v
Name PAi_Chan1
Port u Use default port

Related camera m

T

3.2.1 Data Format

All data sentto VAST2 Data Magnet server is in JSON format and using UTF-8 encoding. The JSON should
be in key- value-pair, where all keys are strings and values are strings or arrays.

+ category: User defined category (required).
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+ class: Classification of the object.

+ event type: The type of rule that triggered the event.
« rule: The name of the rule that triggered the event.

+ device: The device that generated the event.

+ data source: The name of the data source (required).

3.2.1.1 Template of the JSON Message With VCA Tokens

{
"category": "VCAIPAi",
"class": "{{objclass}}",
"event type": "{{typel}}",
"rule": "{{name}}",
"device": "{{host}}",
"data source": "IPAi Chanl"

3

For more information on configuring data sources or Data Magnet, please refer to the Vivotek Data Magnet
document.

3.3 Data Magnet Overlay Events

1. Navigate to the VSS Live page and right-click on the camera. Then, select Show data from the
Data magnet menu.

Digital zoom
Snapshot
Viewing quality

Display information

Data magnet

Show data Ctri+Shift+D

Edit display data
Add a layout

Highlight keyword or value
Add a view

Remove

Remove all

2. Every time the VCAedgeAi plug-in triggers a rule, an event will be overlaid on the selected
camera as follows:
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@ Vvss ke Trial version

O UVE IPAI355-MR

VEA-Dwell
WEASDwell
VEATDwell
VCATDwWell
VCATDwell

O LUVE IPAI355-MR

B Came
G’ IPAI355-MR

a VSS (Pro Trial version

OLVE IPAI355MR  20/06/2023 20:28:49

198 [[2023%06%20)2028- 401 WEADWell
1194 |R202306-20120:2822)|| VEADWel
1193 | 2023:06-20120:28 214 VEA:Dwell
1190 [12023-06-20820:28 201 \CA:DWell
187 | 2023-06-2020:28:131 |\WEA-Dwell

"

3.3.1 Data Magnet Search

1. From the main screen, click on Applications on the top menu.
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£ o4 @

IgE Applications

2. Select Data magnet from the available options.

Dashboard
[ZVET)

/= Data magnet

YeARepon

3. You can review specific events on the Data Magnet page. Select the data source, camera, time
frame and search criteria.

@ vss e ® &

=

VMS_Station_VCA

u§® IPAI355-MR

B Last 24 hours

|

a

4. The results will be listed on the right-hand side (events with annotated recordings).
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Qvssee e @ .
4resuts

IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:29:22
IPAI355-MR IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:29:17
IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:29:17
IPAI355-MR £ IPAL_C IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:29:11
IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:28:53

IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:28:47

IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:28:36 VCAIPAI

IPAI355-MR IPAL_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2 ——
IPAI355-MR

IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell
IPAI355-MR L IPNC-0013230BA283 dwell VCA-Dwell
IPAI355-MR IPNC-0013230BA283 dwell VCA-Dwell /06/20 2 IPAi_Chan1

IPAI355-MR i IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:27:41 De
IPNC-0013230BA283

IPAI355-MR L IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:27:28 E

dwell
IPAI355-MR IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:27:22

Rule
IPAI355-MR IPAi_Chan1 IPNC-0013230BA283 dwell VCA-Dwell 2023/06/20 20:27:13 VCA-Dwell

Timestamy
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