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Chapter 1

Introduction

1.1 Prerequisites
* IPM series camera.
+ VCAedge video analytics plug-in version 1.0.41 or greater.
+ Milestone XProtect Professional+ 2021 R1 or greater.

1.2 Supported features

+ All VCAedge event notification methods are available.

1.3 Architecture

For this integration, Milestone XProtect Professional+ receives the live video from
the IPM camera and the Analytics Events are sent through HTTP notifications with
VCA tokens containing details about the event.
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Chapter 2

IPM Camera Configuration

2.1 Video & Audio Settings

2.1.1 Confirming the RTSP stream used for transmitting video
footage

Check and change if required, the RTSP stream settings used by the IP camera for
external connections to the channels.

1. From the Setup menu, click on VIDEO & AUDIO and then, click on VIDEO.

VOA

Vv VIDEO&AUDIO

05D
ROI
AUDIO
SMART STREAM RC
SMART STREAM MTC
PRIVACY MASK
CORRIDOR SETTING
> CAMERA
> NETWORK
> TRIGGER ACTION
> EVENTS
> RECORD
>VCA
> SECURITY
> SYSTEM

2. Note the Live Video Channel settings as these will be needed when connecting
to the RTSP stream from the Milestone server.



VIDEO CONFIGURATION

Extension Opson

2.2 Network Settings

2.2.1 Confirming the RTSP port used for transmitting video
footage

Check and change if required, the RTSP port used by the IP camera for external
connections to the channels.

1. From the Setup menu, click on NETWORK and then, click on NETWORK SET-
TINGS.

VCA

> VIDEO&AUDIO

> CAMERA

STATUS

= TRIGGER ACTION
> EVENTS

> RECORD

>VCA

> SECURITY

> SYSTEM

2. Note the IP Setup and Port Setup as these will be needed when connecting
to the RTSP stream from the Milestone server.



NETWORK SETTINGS

Host name

Network Type
Stac @ Dynamic

1P setup

1P Address

Subinet Mask
Detault Gateway
Prefered DNS Server

Atemate DNS Server

Port Setup
[ Defait 80, 1025 ~ 66000 |

HTTPS Port ax: [ Defauit: 443, 1025 ~ 60000 |

RTSP Port 554 [ Defauit: 554, 1025 ~ 60000 |

Apply

2.3 Configuring The VCAedge Plug-in

The VCAedge plug-in is a set of analytical tools that can be loaded onto supported
cameras. It provides the means to perform advanced analytics and reduce false
alerts when events occur. Make sure you have a valid license that will enable the
VCAedge engine and all the features available.

Configure the VCAedge plug-in as required with the appropriate tracker, rules and
a notification. A basic setup is detailed below as an example.

2.3.1 Enabling VCA
1. From the Setup menu, click on VCA in the left side. Then, click on ENABLE.

B

VA

> VIDEO&AUDIO
| > CAMERA
>NETWORK
> TRIGGER ACTION
| >EVENTS
>RECORD

| wwvca

RULES
COUNTERS
CALIBRATION
CLASSIFICATION
BURNT-IN ANNOTATION
TCP NOTIFICATION
HTTP NOTIFICATION
TAMPER
ADVANCED
LICENSE

> SECURITY

>SYSTEM

2. Turn on the video analytics features and click Apply located at the bottom to
save the configuration.



CONFIGURATION

General Setting

Enable ® On Off

Apply

2.3.2 Creating Rules
1. From the VCAedge menu, click on RULES in the left side.

VCA

> VIDEO&AUDIO

> CAMERA

= NETWORK

> TRIGGER ACTION
> EVENTS

> RECORD

v VCA

EMABLE

COUNTERS
CALIBRATION
CLASSIFICATION
BURNT-IM ANNOTATION
TCP NOTIFICATION
HTTP NOTIFICATION
TAMPER
ADVANCED
LICENSE

> SECURITY

>SYSTEM

2. Click Add located at the bottom to display a list of available rules.

Presence Polygon
Presence Line
Enter

Exit

Appear
Disappear
Stopped
Dwell
Direction
Removed
Abandoned
Tailgating
Counting Line

Logical Rule
MNon-detect Zone

3. Select a single rule to trigger an event and modify the Rule property as fol-
lows:



+ Position the rule on the scene and change the shape as required. You
can add/remove nodes to create complex shapes.

* In Object Filter, tick the box against the Classes that the rule should
trigger events only.

RULES

Rule Property

Name VCA-Stopped

Type Stopped

Threshold 3 Second(s) [0~ 300]

Object Filter ® On Off

Classes Select All

W person W vehicle Group Of Peaple
Calor Filter ® On off

Colors (=3 N § QB J ] |

Note: The available classifiers are different depending on the hardware plat-
form and the installed license.

4. Then, define the action that will occur when the rule triggers an eventin Event
Actions as follows:

+ In Event Notification, tick the box against the HTTP Event to enable
HTTP notifications when a event occurs.

* In Triggered By, define when the notification will be sent. The available
options are:

- Object: Send notification for each object triggering the rule.

- Rule: Send a notification every time the rule is triggered.

* In Triggered At, select one of the following options:

- Object: Choose between the begin of the object triggering the rule
as it enters the zones or the end of the object triggering the rule as
it leaves the zone. A notification will be sent for each object triggering
the rule.

- Rule: From the begin point of the first object to trigger the rule to
the end point of the last object to trigger the rule. A notification will
be sent for each triggering of the rule.

Event Actions

Event Notification TCP Event M HTTP Event

Triggered by ® Object  Rule

Triggered at M Begin M End

Action Rule None A4

Convert VCA to MD

Save Cancel



5. Click Save located at the bottom to save the configuration.

RULES

Show Burnt-in Annotation for setup

Rule(s)
Type Rule Name Action Color

Stopped VCA-Stopped HTTP a -
Dwell VCA-Dwell HTTP a
Tailgating WCA-Tailgating HTTP

6. Click OK to confirm the settings.

192.168.1.103 says
| ADD RULE SUCCESS

2.3.3 Configuring the Calibration

Camera calibration is required in order for object identification and classification
to occur. The calibration is only required when using the motion Object Tracker, the
IPM Al series will have the option to select the DL Object or People Tracker and will not
need any calibration for classification to occur.

1. From the VCAedge menu, click on CALIBRATION in the left side.



VA

> VIDEQLAUDIO

> CAMERA
>NETWORK

> TRIGGER ACTION

> EVENTS
> RECORD

VVCA
ENABLE
RULES
COUNTERS
CALIBRATION
CLASSIFICATION
BURNT-IN ANNOTATION
TCP NOTIFICATION
HTTP NOTIFICATION
TAMPER
ADVANCED
LICENSE

> SECURITY
> SYSTEM

2. In Enable Calibration, turn on the calibration feature.

3. Use the mimics to match up with people or objects in the scene to help calib-
rate. They represent a height of 1.8 meters.

CALIBRATION CONFIGURATION

Show Burnt-in Annotation for setup

Start Stop
Calibration
Enable Calibration ® On off
Height 13 m[0.0 ~30.0]
it 22 deg [-20 ~ 89]
VFOV 42 deg [5 ~ 150]
Pan 0 deg [-90 ~ 90]
Rall 0 deg [-45 ~ 45]
Unit ® Metric Imperial
Apply Initialize Mimic Calibration Assist
*Calibrations Mimics are used for reference only. -

4. Click Apply located at the bottom to save the configuration.

2.3.4 Creating HTTP Notifications

The HTTP notification sends a HTTP request to a remote endpoint when triggered.
The URL, HTTP header and message body are all configurable with a mixture of



plain text and tokens. Tokens are used to represent the event metadata that will
be included when a rule is triggered.

1. From the VCAedge menu, click on HTTP NOTIFICATION in the left side.

VCA

> VIDEOZAUDIO

> CAMERA

> NETWORK

> TRIGGER ACTION

> EVENTS

> RECORD

v VCA
ENABLE
RULES
COUNTERS
CALIBRATION
CLASSIFICATION
BURNT-IN ANNOTATION

TCP NOTIFICATION

TAMPER
ADVANCED
LICENSE
> SECURITY
> SYSTEM

2. In General Settings, turn on the notification feature.
3. In HTTP Settings, configure the HTTP request as follows:
* In Send To, select Milestone from the available options.

* In URL, enter the endpoint to connect to the Milestone Event server. De-
fault format http://<milestone_ip_address>:<analytics_event_port>.

* In User ID, enter the username to access the Milestone server.
* In Password, enter the password to access the Milestone server.
* In Server ID, enter the ID of the Milestone server.

* In Device ID, enter the ID of the IPM camera configured in the Milestone
server.

HTTP NOTIFICATION

General Setting

® On off
HTTP Settings
Send to Milestone v
URL http://192.168.1.203:9090
User ID DESKTOP-11OUSPIWCA
Password = sesessss
Server ID A1883B06-B323-49AD-921(C
Device ID 9FETABA3-FSET-43EF-990¢

Apply



4. Click Apply to save the configuration.
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Chapter 3

Milestone Management Client
Configuration

3.1 Adding a New Hardware

1. First, we add a new hardware into the XProtect system. Click on Server in the
left side and select Recording Server from the configuration tree.

45 Milestone XProtect Management Client 2021 R2
File View Action Tools Help

HY9 @eaf
Site Navigation - 0 X
(= Ij@ DESKTOP-110USPI - (21.25)
{11 Basics
Et G Servers
Pl Recoring Servers|
ﬂ Mabile Servers
(& OMVIF Bridges
'@ Devices
3 Client
[E% Rules and Events
E@ Security
@ System Dashboard
F] Server Logs
Eﬁ Access Control
[ﬂb Transact
& Marms

2. Then, right clicking on the server and select Add Hardware.

Recording Server
=] @ Recording Servers

=P /indows VM - DEGKTORI101IShI
Expand

|g Add Hardware... Ctrl+N |

Mowve Hardware..,

Delete All Hardware

Rename Recording Server F2

Eﬂ Remowve Recording Server
=2 Refresh F5

3. In the Add Hardware pop-up window, select Express (recommended) from
the detection methods and click Next.

11



Add Hardware [m] =

Add Hardware

This wizard helps you debect and set up hardware.

Hardware desection method:

(@) Express becommended)
Futomaticaly detects hardwane on the recording servers local network

() Address range scanring
Seans defined nstwork adcress ranges and detects hardwars models

@]

Marual
Dietects harchars models for manuuly enbered IF addresses and host names

¢

milestone

- ==

4. Select the Network Protocol used to connect to the camera. Click Add on
the right side to create a new entry and enter the credentials to access the
IPM camera. Then, click Next.

Add Hardware o x
Optionally, s pecify additi i i i i ’
milestane
L]
O HTTPS (Secure) | ® HTTF (Unsecure)
beude  Username Password 1 Add |

[ | (Factory defaut)

- TR T

5. Wait for the wizard to discover the device successfully and click Next to con-

tinue configuring the camera. If the connection fails, recheck the setup and try
again.

6. Enable any additional devices to be used with the camera if required and click
Next.

Add Hardware o x
ardware and. bled per default Manually enabl i s b " ’
The hardware and ils devices will be azsigned aut enter iy
milestone
Hardware name template: Device name template:
Diefdt ES Diefaut v
[ Hardware B4 Camera A Microphone E4 Speaker A Metadata [ Input [ Output
Hardware o Add Enabiled Name L]
VCA IPMESADS-7311IR - 192.168.1.206 | = |
=) Hardware: =] WCA IPMESADS-T31TIR (192.168.1.206)
0 Camera pert 1 =) WCA IPMESADS-T311IR (152.168.1.206) - Camera 1
# Wicrmphone post 1: B4 VCA IPMESADS-T311IR (192.168.1.206) - Mcrophone 1
0 Speakerpedt 1: B4 WCA IPMESADS-T311IR (152.168.1.206) - Speaker 1
' Metadata port 1: =] VCA IPMESADS-TA1TIR (152.168.1.205) - Metadata 1
<o lnput ped 1: B4 WCA IPMBESADS-T311IR (152.168.1.206) - Input 1
o Input port 2 B4 VCA IPMESA0S-T311IR (192.168.1.206) - Input 2 hd
oo o s

7. Then, click the Select Group button on the left side to assign all the devices
to a group.
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Defausk microphane group: WD VCA IPMESA0S7311IR (152.163,1.206) - | VCAIPM

# VCAPMESATS7311IR (192.163.1.206) - [VCA IPM

ADS7311IR (192.168.1.206) -.. |VCA IPM

If no groups exist then you can create a new group for your device by selecting the
create new group icon in the bottom left.

Select Group X

ameras

EUE ==
—— Add Group F

8. Click Finish located to close the wizard.

9. Click the floppy disk icon from the top menu to save the configuration.

10. After completing the wizard, you should see a live image of the IPM camera in
Milestone XProtect. In Device Information, enter descriptive Name for the
new camera.

I'[] (images/ipm-milestone-camera-live-settings.png)

3.1.1 Assertions

1. The annotated RTSP stream is displayed in the Preview panel.

* The live image of the camera is displayed in the Preview panel.
« The VCA annotations are displayed in the Preview panel:

- Zones.

- Objects with bounding box.

- Event ID, event time and rule name.

3.1.2 Finding the ID (Identifier) within XProtect
3.1.2.1 ServerID

1. From the XProtect Management main screen, locate the Recording Server.
Then, press and hold CTRL and click on Info. The Server ID is displayed at the
bottom of the right-hand panel.

13



~ & ||Properties

- wding Servers Recording server information
+) K] Wwindows VM - DESKTOP-110USPI Name:

[Windows VI - DESKTOP-110USPI

Description:

Host name.
DESKTOP-110USPI

Local web server address:
hitp://deskiop-11ouspi 7563/
Web server address:

Time zone:
(UTEC+00:00) Dublin, Edinkurgh, Lisbon, London

D = A1833B06-8323-49AD-5210-0C86B0D 1D56E]

€D into (J Storage 51 Network

Note that if CTRL is not held down when selecting the server, the ID is not displayed.

3.1.2.2 CameralD

1.

3.2

From the XProtect Management main screen, locate the Camera (and specific
stream in the case of multi-stream cameras). Then, press and hold CTRL and
click Info. The camera ID is displayed at the bottom of the right-hand panel.

DESKTOP-110USFI GPS coordinates Mustration
405731118 {192.168.1.206)

{Example: -33.856300. 151.215100)
Direction (a):

0 Degrees .o
Fiekd ofview (b) ”n ;
0 &

Degrees

nput &
1R (192 168.1.206) - Input 5 Deokh (Ex
4 VCA IPMESADS-T3111R (182 168.1.206) - Output 1 0 Mesers.

Sr'.un;s [ streams @ Record 2 Motion |

Note that if CTRL is not held down when selecting the stream, the ID is not dis-
played.

Configuring the Event Outputs

. From the XProtect Management main screen, click on Tools in the top menu

and select Options.

4> Milestone XProtect Management Client 2021 R2
File View Action |Tools | Help

H 9| @ ®|@ Registered Services...

Site Navigation T Effective Roles... F
¥ DESKTOP-11g= -
51 Basics Options..  Ctrl+0
|2 License Information
L PO T S

In the Options pop-up window, click the Analytics Events tab and configure
the output as follows:

* In Analytics event, tick the box against Enabled to turn on the feature.

* Then, enter the listening Port for analytics events from external systems
or devices. Note: 9090 is the default port used by the Event server service
and is used when creating the HTTP notification in the VCAedge plug-in. If you
change this to a different port then update the notification in VCA to match.

14



* In Security and Events allowed from, select All networks addresses
from the available options.

Generic Everts <>

Help Cancel
3. Then, click OK to save the configuration.

Make sure any active firewalls are configured to allow traffic using the port de-
tailed above.

3.3 Configuring Rules and Events

3.3.1 Configuring Analytics Events

1. Click Rules and Events in the left side. Then, click on Analytics Events from
the configuration tree.

€ Milestone XProtect Management Client 2021 R2
File View Action Tools Help

H 9 @ =i
Site Navigation ~ 1 X
(=@ DESKTOP-110USPI - (21.23)
{1] Basics
D Servers
% Devices
3 Client
E-E Rules and Events
E] Rules
Time Profiles
Motification Profiles
‘Q User-defined Events
Generic Events
E@ Security
@ System Dashboard
F] Server Logs
Eﬁ Access Control
[’Qh Transact
2 Narms

2. Right clicking on Analytics Events and select Add New ... to create a new
event.

3. In Name, enter the name of the detection rule configured in VCA. Note: If the
event name does not exactly match the name of the VCA rule, events will not be
received by the Event server.

15



Analytics Events Information -« I

Name:
VCA-Presence Polygon

Test Event

Description:

4. Click the floppy disk icon to save the configuration.

3.3.1.1 Testing the Analytics Event Configuration

1. From the Analytics Events page, select the analytics events created previously
and click the Test Event button on the right side.

ifortrason -8

esemce Felygon | | [

Description

2. Then, select the IPM camera from the configuration tree and click OK to con-
firm.

Test Analytics Event = O X

Select source item:

{5 Access Control ~
[ Access Cortrol Servers

=] L] DESKTOP-110USPI

Yy IPM metadata
Y User-Defined Events

- .Y /"2 IPM Chaninel 1

B VCA IPM

(K] Windows WM - DESKTOP-110USPI

=) Layout Groups

t-{=) Mobile Servers

[#-) ONVIF Bridges hd

I

OK Cancel

3. Make sure the test shows success in all tasks and click OK. Note: If the test fails,
repeat the steps above and check the event.

Test Analytics Event X
Tasks  Emors
Task Status
J Changes saved Success
J Analytics events enabled Success
J Address allowed Success
J Send analytics event Success

16



3.4 Creating the Alarm Definitions

Creating the alarm definition is required to link the event type created in the previ-
ous step to the channel which will receive the events.

1. Click on Alarms in the left side and select Alarm Definitions from the config-

uration tree.

< Milestone ¥Protect Management Client 2021 R2

File View Action Tools Help

H 9 @<

Site Navigation

(=l DESKTOP-110USPI - (21.25)
{1] Basics
D Servers
7\3’ Devices
3 Client
[E% Rules and Events
G@ Security
@ System Dashboard
F] Server Logs
Eﬁ Access Control
[’Qh Transact
B 8 Marms
2
a Alarm Data Settings
£ Sound Settings

2. Right clicking on Alarm Definitions and select Add New ... to create a new

alarm.

3. Inthe Alarm Definition Information page, configure the new alarm as illustrated

below:

* In Alarm definition, enter a descriptive Name for the new alarm.

* In Trigger, set Triggering Event to Analytics Events and then, select
the specific analytics event type created previously.

* In Sources, click Select... on the right side and select the IPM camera.

Definibon Information
Mo defirition
Enable:

Hame.

Instnuctions:

VEhedge Presence

Fnsocs Everts
CA Presence Pobon
VEAIPM Chanel 1

il slam procty:

Ham category:

Events iggesd by alarm:

-

4. Click the floppy disk icon to save the configuration.
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3.4.1 Defining the Fields to Display in the Smart Client

Each analytic event is transmitted to the XProtect Event Server with a range of prop-
erties. To enable the event properties to be displayed in the Smart Client, it may
be necessary to enable them in the Management Client.

1. Click on Alarms in the left side and select Alarm Data Settings from the
configuration tree.

< Milestone XProtect Management Client 2021 R2
File View Action Tools Help

H 9 e
Site Navigation ~ 0 X
=@ DESKTOP-110USPI - (21.235)
+{]] Basics
+ D Servers
+ % Devices
#- £ Client
+-[E Rules and Events
+] G@ Security
£] @ System Dashboard
F'] Server Logs
Fjﬂ Access Control
+ [ﬁb Transact
=& Marms
& Alarm Definitions

Py iz Deto et

9 Sound Settings

2. Inthe Configuration page, click the Alarm List Configuration tab. Then, select
the desired event properties and move them from the left to the right panel.

Cmﬁgumﬁonl
am ot v [ R L Cfgmaion | essrs o Csn

Available columns: Selected columns:
Category Level Aarm
Category Name ID
Location Image
Qwner Message
Priority Level Object
Priorty Name T ——
Server Name Source
State Level

State Name

Time

Type

Vendor

<

To display the event properties in the Smart Client, right clicking on the event
header and select the fields to display.

/ Image

Location

/' Message

/' Object

/ Rule

/' Source
State Lewvel

/' State Name

/ Time

/- Type

/' Vendor

18



3.5 Verifying the Analytics Events in the XProtect
Smart Client

The Live page of the XProtect Smart Client will display a list of the analytics events
generated by the VCAedge plug-in along with the annotated video and recording
of each alarm.

3.5.1 Assertions

1. The Analytics Event alarm is displayed in the Live page of the XProtect Smart
Client when VCAedge plug-in triggers a rule or filter:

* Event time.
+ State Name.
« Alarm name.
« Source name.
* Event ID.
+ Message:
- Analytics Event (VCA rule name).
* Rule:
- VCA rule type.
+ Object:
- Classification of the object.
« Type:
- VCArule type.
« Vendor:
- UDP Technology.

2. The annotated RTSP stream is displayed in the Live page.
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